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Secure communication needs routes and keys
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DELAY-TOLERANT NETWORK (DTN)
Store, carry, and forward through scheduled
contacts

(store ) ( carry ) (_ FORWARD )
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BUNDLE PROTOCOL SECURITY (BPsec)
Integrity and confidentiality
Key management: the operator
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Which key scopes must be provisioned to meet a

connectivity target?

Key scope
A key-sharing relationship between nodes

or groups
J
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Connectivity target

Fraction of ordered source-destination pairs

with at least one usable route )




Four security schemes
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Hop-by-Hop (HbH)
Protection Span
Adjacent topological links
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Edge-by-Edge (EbE)
Protection Span
Each domain boundary
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Edge-to-Edge (EtE)

Protection Span

d @ Boundaries of source and
destination domains
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Routes, security schemes and keys: tightly coupled
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Route-aware key provisioning optimizer
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@ DECISION VARIABLES
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otherwise

(3) OBJECTIVE AND CONSTRAINTS
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Secure connectivity has more than one cost
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Security policy becomes a quantitative choice
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E2E - PROTECTION FIRST

Largest key set

Lowest exposure & processing
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EDGE BASED - PRACTICAL MIDDLE

EtE: slightly more scopes

Lower exposure & fewer operations than EbE
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HBH - KEY FOOTPRINT FIRST

Smallest active key set

Highest exposure & processing
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FURTHER WORK
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Larger multi-domain scenarios

[ Traffic-aware connectivity ] [

Hybrid per-route policies ]

Key distribution scheduling
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Thank you!
Questions?

Ramiro Detke
ramirof.detke@unc.edu.ar
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